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Abstract: Blockchain-based electronic voting systems have been identified 

as a solution to enhance the transparency, security, and efficiency of modern 

electoral processes. However, the existing system has three major problems, 

which include scalability, privacy issues, and cybersecurity attacks. The 

researcher proposed an innovative solution to develop an electronic voting 

system with enhanced security, scalability, and transparency of voters' 

information. This paper introduced the Hybrid Cryptographic and Enforced 

Blockchain (HCE VoteChain) framework, which combines Hyperledger 

Fabric with various sophisticated forms of cryptography, including SHA256 
hashing, Advanced Encryption Standard (AES256) encryption, Elliptic Curve 

Digital Signature Algorithm (ECDSA) and digital signatures, Paillier 

Homomorphic Encryption, and Zero Knowledge Proof (ZKP) auditing. The 

experimental evaluation demonstrated that the system achieved a throughput 

of 288 Transactions Per Second (TPS) while maintaining an average latency 

of 2.521 seconds, a transaction speed of 0.13 votes per second, and a data 

immutability score of 0.999 and security resilience of 10000 and fault 

tolerance of 0.96, which proved its high reliability and robustness across 

different operational conditions. The results indicate that the framework 

suggested is a big step up in terms of security, scalability, and transparency 

over the existing solutions. Besides, it does not compromise the voter's privacy 
and auditability. The innovation of this work is the combination of multi-layer 

cryptographic mechanisms with the permission blockchain architecture to not 

only come up with a balanced compromise between performance and security 

but also to make the system capable of handling large-scale real-world digital 

elections. 

 

Keywords: Blockchain, E-Voting, Hyperledger Fabric, Secure Elections, 

Zero-knowledge Proof 

 

Introduction 

Blockchain is a new technology with the potential to 

bring about more efficient, transparent, and secure 

electoral systems all over the world. Blockchain uses a 

decentralized ledger, this means that once a vote is 

entered, it cannot be changed or tampered with; thus, the 

chance of electoral fraud is lowered. Besides, smart 
contracts can powerfully force the automation of crucial 

election operations like voter identification and the 

counting of votes. Their correctness and the overall 

performance of the election can thereby be increased 

(Johnson, 2019; El Kafhali, 2024). Moreover, election 

systems with electronic and remote voting features 

facilitate the rise of voter participation by citizens, 

especially those voters who are far away geographically 

and those who are physically limited in their access to the 

voting stations. Nonetheless, even with these benefits, 

several issues, such as voter privacy, the ability to 

implement on a large scale, as well as the security of data, 

remain the most important ones (Jena and Dash, 2021; 
Anitha et al., 2023). 

The current digital age needs voting systems that 

provide better access to voters while establishing system 

reliability and trustworthy operation. The use of 

traditional paper-based voting systems results in various 

operational problems because these systems are prone to 

mistakes and can be hacked (Khan et al., 2018; Qi et al., 

2023). The introduction of Electronic Voting Machines 

(EVMs) and online voting systems has not solved the 
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problems because people still doubt the systems' ability to 

show their voting process and verify their security status. 

The election process requires secure systems that provide 

transparent operations and efficient election management 

while protecting voter privacy (Wang et al., 2023; 
Boumaiza, 2024; Peelam et al., 2024). 

Recent technological developments, such as biometric 

authentication, real-time monitoring, and mobile-based 
voting platforms, have greatly enhanced the voting 
experience. Blockchain technology especially provides 
major features like decentralization, immutability, and 
secured data storage, which are the reasons why it is being 
considered for electoral uses (Alotaibi et al., 2025). Votes 
can be seen as encrypted transactions that are stored across 
multiple distributed nodes; therefore, any unauthorized 
change is impossible. Besides, biometric identification is 
used to double-check the identity of the voter so that only 
eligible individuals get to take part in voting (Katkol et al., 
2025). All these inventions are a step forward in improving 

confidence in the electoral processes and encouraging the 
public to have more interest in voting (Mohanta et al., 2018; 
Foschini et al., 2020). 

Blockchain technology enhances decentralization, 

immutability, and transparency with secure recording of 
transactions on multiple nodes. In the context of elections, 

Blockchain could offer a secure method for capturing, 

authenticating, and aggregating votes (Hussaini et al., 

2023; Kumar et al., 2023). Every vote cast is treated as a 

record transaction and securely encrypted to avoid 

malicious manipulation. The decentralized blockchain 

system prevents any single entity from controlling its 

entire operation, which decreases data alteration risks. 

Voters trust elections more because Blockchain enables 

complete verification of election results (Chafiq et al., 

2024; Bhadoria et al., 2022). The e-voting system based 

on blockchain technology is depicted in Fig. 1. 

The current blockchain technology used in election 

systems faces several challenges, which include 
scalability problems, privacy issues, and transparency 

deficiencies. Different parties who monitor blockchain 

systems can prevent changes to records, which creates an 

issue for current systems to protect voter privacy while 

maintaining their ability to verify results. The system 

faces two major challenges because it requires high 

transaction costs and network congestion during peak 

voting times to handle large-scale operations. The 

research problem aims to develop a new blockchain-based 

election system that would provide secure and scalable 

voting solutions with voter confidentiality protection 
while delivering live election results throughout 

worldwide voting events. Research objectives are 

formulated from research problems as follows: 

 

 To develop a scalable and secure blockchain-based 

election framework that ensures the integrity of 

votes 

 To implement cryptographic techniques to 

maintain the immutability and transparency of 

voting records 

 To integrate permissioned blockchain models to 

provide controlled access to election data for 

authorized entities 

 To enhance public trust in election processes by 

leveraging Blockchain's transparency and security 

features 

 

 

 
Fig. 1: A Blockchain voting system 
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This research presents an electronic voting system that 

achieves both security and transparency through its HCE-

VoteChain. The proposed framework uses multiple 

advanced cryptographic methods to protect voter 

identification through SHA-256 identity hashing, secure 
vote data with AES-256 encryption, and maintain private 

vote counting through Paillier homomorphic encryption 

and guarantee system security through ECDSA 

authentication methods. The system uses ZKP to provide 

auditing capabilities, which maintain user privacy while 

enabling verifiable results, and its hybrid consensus 

system combines Proof of Authority (PoA) with 

Delegated Proof of Stake (DPoS) to improve system 

scalability and operational efficiency. The major 

contributions of this work can be enumerated as follows: 
 
 Designed a safe and scalable e-voting system based on 
blockchain with the aid of Hyperledger Fabric 

 Adding multi-layered encrypted methods for 

improved security, privacy, and data integrity 

 Application of hybrid consensus protocols for 
enhanced system performance and minimum latency 

 Use of Zero-Knowledge Proofs to enable privacy-
preserving vote verification and auditing 

 Extensive performance testing shows the benefits in 
throughput, latency, and fault tolerance 

 

Related Work 

This section analyzes earlier works of various scholars 
focusing on a blockchain-based framework for transparent 

and secure elections. Recent studies in blockchain-based e-

voting systems demonstrated significant advancements in 

security, scalability, and efficiency. 

Galal et al. (2026) proposed a blockchain-based e-

voting system that used dual-layer AES and Rivest Shamir 

Adleman (RSA) encryption to protect voter privacy while 

providing transparent voting results. The system operated 

on Hyperledger Fabric, and its capacity was tested through 

simulations that handled 50,000 voters. The system 

achieved efficient transaction processing through 

lightweight processing requirements while maintaining 
strong protection against privacy breaches. Similarly, 

Marouan et al. (2026) designed a sustainable hybrid 

cryptographic framework based on ECDSA to enhance 

energy-saving and scalability aspects, where, according to 

the experimental data, energy consumption decreased by 

almost 50%, and throughput was increased from 120 

TPS to 250 TPS, which clearly proved that 

the system became efficient and scalable. Previously, a 

blockchain-based application for secure digital transfer of 

tangible votes in an election using an IoT scanner based on 

homomorphic encryption and PoSS (proof of secret 
sharing) has been proposed by Mohammed and Wahab 

(2025). This implementation showed a 37.84% increase in 

TPS, an 84.14% decrease in verification time, and an 

87.39% decrease in final processing time, as well as less 

CPU usage, resulting in improved system overall 

performance and reliability. Besides, Oon and Othman 

(2025) developed an online voting system architecture based 

on a permissioned blockchain using Hyperledger Fabric. 
They also assessed the scalability of the system through 

Hyperledger Caliper and concluded that the five-peer 

network setup was the most effective in terms of system 

performance and scalability while at the same time making 

sure that voting operations are both secure and transparent. 

A blockchain-based voting system with fingerprints was 

built to improve the integrity of elections, and trust was 

constructed by Adeniyi et al. (2024). Blockchain technology 

made the electronic voting process possible through the 

generation of a public/private key pair based on fingerprint 

features for signing a transaction. The fingerprints were first 

taken and then underwent processing and feature scanning to 

derive a 256-bit private key. An additional public key was 

produced using an elliptic curve digital signature, which 

guaranteed the anonymity of the voters. The system has been 

validated on the Socoprint database containing 400 voters to 

make sure that every one of them was able to cast a vote 

without revealing their identity, thus eliminating the chances 

of identity theft and misuse. VoteChain's architecture was 

designed to integrate blockchain technology into the current 

voting framework of Palestine, which was suggested by 

Daraghmi et al. (2024). Systematic security for this e-voting 

system encompassed enhanced auditability, verification, and 

accuracy whilst preserving privacy and transparency. User 

Interface (UI) was created to improve user engagement and 

control double voting and impersonation attempts 

throughout election periods. VoteChain succeeded in regard 

to privacy, security, and system scalability, which 

outmatched other conventional and blockchain-integrated e-

voting platforms. Additionally, Faruk et al. (2024) worked 

on the development of an Internet-connected biometric 

voting system built on blockchain technology. In working 

with this data, 87% of these people were eligible to 

preregister, whilst 88% were able to successfully identify 

themselves via biometric ID card fingerprint or facial 

recognition authentication. 

In addition, Rahman et al. (2024) applied the RSA 

algorithm to the encryption and decryption of sensitive data 

in the voting machine that was vulnerable to hacking. 

MobileFaceNet facial verification devices protected 

sensitive information utilizing improved fingerprinting and 

multi-factor authentication. Similarly, Jayakumari et al. 

(2024) suggested an improvement to the preexisting voting 

system by proposing the use of a cloud-represented hybrid 

voting model. The Practical Byzantine Fault Tolerance 

(PBFT) consensus aided in safeguarding the votes and 

transactions against any manipulative or fraudulent attempts. 

The performance test analysis was conducted in comparison 

to other existing systems by continuously measuring the 

system and gathering the results. 
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A blockchain-enabled digital voting system, which 

is decentralized and immune to fraud, was proposed by 

Chaudhary et al. (2023). Voting was done through a 

smart contract deployed in the Remix Integrated 

Development Environment (IDE), where each 

candidate had different functions. Blockchain 

technology was cost-efficient because it was integrated 

with IPFS for data storage, while a 5G network 

provided low Latency, high availability, and 

dependable communication. The evaluation was 

performed with regard to performance metrics, which 

include cost per bit, storage costs, gas consumed, and 

cost. Likewise, Oprea et al. (2023) determined the 

essential needs of the e-voting system and proposed a 

solution for university elections. The comparison 

offered and examined evidence on the significance of 

the proposed solution compared to current systems. 

Moreover, Singh et al. (2023b) adopted a blockchain-

based voting system that enhances the security, 

accessibility, and efficiency of the electoral processes. 

Voting occurred through smart contracts, while 

biometric identification was performed using Artificial 

Intelligence (AI) powered facial recognition. The 

outcomes from all scenarios were adequate to conclude 

that using the model enhanced the voting process with 

respect to decentralization and verification security. 

Voting was a crucial process of democracy, and 

experts relied on paper ballots, even with the chance of 

mistakes and abuse, as suggested by Alvi et al. (2022). 

The proposed system aimed at maintaining anonymity, 

privacy, security, and fairness at the same time. The 

system that was implemented on Ethereum 2.0 with 

Solidity smart contracts proved to increase security 

infrastructure cost efficiency and, by proxy, improved 

the safety of voter information, the accuracy of results, 

and the prevention of election fraud. Farooq et al. 

(2022) proposed a model using advanced blockchain 

technology for auditability and reliability, which 

fostered confidence from the voters and the electoral 

bodies. Different methods of securing the voting 

system were considered, including hash encryption, 

mitigating 51% of attacks, and others. Table 1 shows 

the existing studies’ gaps, merits, and demerits as 

described below. 

 

Table 1: Existing studies research gaps, merits and demerits 
Author Name Year Research Gaps Merits Demerits 

Galal et al. 2026 

Limited scalability and latency 

optimization; key management 

complexity. 

Strong privacy using 

AES+RSA; supports up to 

50,000 voters with low 

overhead. 

Limited real-time scalability; 

complex key management. 

Marouan et al. 2026 

High system complexity and 

limited interoperability of hybrid 

cryptography. 

Reduced energy (~50%) and 

improved throughput 

(120→250 TPS). 

High implementation 

complexity; interoperability 

issues. 

Mohammed and 

Wahab 
2025 

Focus on vote transfer; it lacks full 

e-voting implementation. 

Improved performance (TPS 

+37.84%, faster verification 

84.14%). 

Limited to physical vote 

transfer; lacks end-to-end e-

voting. 

Oon and Othman 2025 
Limited scalability evaluation 

under dynamic conditions. 

Efficient permissioned 

blockchain with optimal 5-

peer configuration. 

Limited large-scale and 

dynamic performance 

validation. 

Rahman et al. 2024 Vulnerability to cyberattacks in 

encryption mechanisms for voting 

systems 

Enhanced security using RSA 

and multi-factor 

authentication. 

Susceptible to advanced 

cyberattacks; limited 

robustness. 

Jayakumari et al. 2024 Lack of practical solutions to 

safeguard votes from modifications 

or corruption 

Improved security using 

PBFT consensus and a hybrid 

model. 

Limited real-world 

implementation and 

scalability. 

Chaudhary et al. 2023 Insufficient performance 

evaluation of blockchain-based e-

voting systems 

Cost-efficient system using 

smart contracts, IPFS, and 

5G. 

Lacks detailed scalability and 

performance validation. 

Opera et al. 2023 Limited solutions for university 

elections using blockchain-based e-

voting systems 

Tailored solution for 

university elections with 

improved usability. 

Limited generalizability to 

large-scale elections. 

Singh et al. 2023a Lack of integration between 

Blockchain and AI-powered 

biometric systems for voter 

identification 

Enhanced security using AI-

based biometric 

authentication. 

Integration complexity and 

computational overhead. 

Alvi et al. 2022 Over-reliance on traditional paper 

ballots and the potential for fraud 

and inaccuracies in elections 

Improved security and cost-

efficiency using Ethereum 

smart contracts. 

Scalability and performance 

limitations. 

Farooq et al. 2022 Lack of transparency and trust in 

conventional e-voting systems 

Enhanced transparency and 

auditability using blockchain. 

Limited evaluation under 

real-world scenarios. 
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Materials and Methods 

This section outlines the cryptographic security 

mechanisms, architectural design, and computational 

steps employed in the proposed Hybrid Cryptographic 

and Enforced Blockchain Framework for Transparent and 

Secure E-Voting system. The method guarantees an 

effective voter authentication and vote encryption 

together with secure storing functions and transparent 

vote counting methods, which enhance election integrity 

and security and voter privacy. The method applies 

cryptography and consensus methods with smart contracts 

to introduce an electoral process that is resilient to 

tampering, protects the privacy of voters, and is 

operationally transparent. 
The complete voting operations and election 

procedures demonstrate their function through the process 

shown in Fig. 2. The election process begins at voter 

registration, which requires the system to validate each 

voter's identity before they can start voting. The procedure 

starts with voter registration and continues to candidate 

nomination until the process ends with ballot preparation, 
which requires approval from all necessary parties. The 

voting phase begins when people vote, and the system 

prints their ballots, which then undergo a process to verify 

their validity. The system first verifies and records the 

votes, which leads to the final stage of collecting votes 

and announcing the results. The flowchart displays icons 

that represent users and documents together with the 

verification systems that operate throughout the various 

stages of the workflow. The election process diagram 

establishes decision points that use directional arrows to 

show how steps depend on each other and follow their 
correct logical order. 

The blockchain-based electronic voting system shown 

in Fig. 3 is illustrated via a Unified Modeling Language 

(UML) sequence diagram. It explains the interactions 

between the Voter, Election System Blockchain Smart 

Contract, and Voting Authority. The voter first provides 

identification and biometric data to re-authenticate 

themselves. 

The system employs Blockchain technology for 

confirming the voter's identity and checking whether they 

are eligible to vote. Following the voter's choice of 
candidate, the system creates an encrypted vote, which is 

then saved in the Blockchain. The vote-counting process 

is handled by a smart contract, which has complete 

visibility into the entire operation. Voting Authorities 

would verify the integrity of all votes cast before releasing 

final official results using secure methods of 

communication. Upon verification, the resulting numbers 

would then be released to the public. The use of smart 

contracts and blockchain technology would enhance the 

security, transparency, and integrity of the elections by 

providing an immutable record for tallying votes and 

verifying results through automated means. 
 

 

 
Fig. 2: Flow diagram of the secure Electronic Voting system process 
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Fig. 3: UML sequence diagram 
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A blockchain-based digital voting system that 

provides security, transparency, and voter verification is 

depicted in Fig. 4. It begins with voter registration, where 

users enter their ID and biometric details for verification. 

To make it more secure and avoid fake registrations, the 

Unique Identification Authority of India (UIDAI) 

Aadhaar authentication API is implemented, only 

allowing eligible voters to be registered. A public-private 

key pair is created if the identity is legitimate, and voter 

data is hashed and retained on the Blockchain. Smart 

contracts check the registration; if accepted, the voter is 

registered. If not accepted, registration is denied. 
The voting process starts with voter authentication, 

where users authenticate using their credentials. When the 

user is unable to log in for the third time, access to the 

account is denied. After the voter has successfully logged 

in, they proceed to select their chosen candidate. This vote 
is encrypted using AES 256 encryption and ECDSA digital 

signature. It is then assigned a unique time stamp. A smart 

contract verifies the integrity of the vote, thus preventing 

any malicious actions. Blockchain stores the verified votes 

in its records. This information is then verified through a 

consensus mechanism. The authorized nodes verify the 

votes using an audit trail method while keeping the voters' 

votes private. This information is made public, and the 

voters can verify their votes using ZKP, thus increasing the 

transparency and security of the system. 

The platform enables secure voting through its ability to 

cast, store, and count votes while maintaining transparency 

and confidential voting rights, which is built on Hyperledger 

Fabric, a permissioned blockchain system. The system uses 

a Membership Service Provider (MSP) system to control 

network access because only authorized users are allowed to 

connect to the network, which creates a security difference 

with public blockchains. The smart contracts (chaincode) 

system performs three functions, which include user 

authentication, vote validation, and result computation, while 

maintaining unchangeable and trustworthy system operation. 

The ordering service handles votes in a sequential manner to 

maintain protection against double voting and vote 

tampering. 

The voting system uses Paillier Homomorphic 

Encryption during vote aggregation to maintain vote 

confidentiality and support privacy-protecting vote 

counting. The system operates by summing encrypted 

votes and displaying only the final result, which protects 

system integrity while keeping individual votes secret 

from unauthorized users. The election system achieves 

better operational performance and security measures 

while maintaining system traceability through the 

modular and scalable framework of Hyperledger Fabric. 

Voter Registration 

The voter registration process is a significant step in 

the voting lifecycle on the Blockchain and guarantees that 

only qualified and authenticated users are inducted into 

the voting system. Duplicate or fictitious registrations are 

blocked using state-issued identity verification 

Application Programming Interfaces (APIs), like Aadhaar 

in India. A unique cryptographic key pair is generated for 
each voter to facilitate secure participation in elections 

without disclosing their identities. The voter's identity is 

hashed and stored on the Blockchain and, therefore, 

cannot be modified or changed. 

Mathematically, the identity verification process is 

expressed as: 

 

𝐻(𝑉𝑖) = 𝑆𝐻𝐴256(𝐼𝐷𝑖||𝐵𝑖𝑖) (1) 

 

Where: 

 

 Vi represents the unique voter identity 

 IDi is the voter's national identification number 

 Bii is the biometric data (fingerprint, iris scan, etc.) 
 H(Vi) is the hashed voter identity stored on the 

Blockchain 

 

After confirming a voter's identity, a public-private 

key pair generated through Elliptic Curve Cryptography 
(ECC) is allocated to the voter: 

 

𝑃𝐾𝑖 , 𝑆𝐾𝑖 = 𝐾𝑒𝑦𝐺𝑒𝑛() (2) 

 

Where: 

 

 PKi is the public key used for vote encryption 

 SKi is the private key used for signing votes securely 

 

A smart contract guarantees the avoidance of duplicate 

registration by checking if H(Vi) exists in the Blockchain. 

The registration process follows the rules: 

 

𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡(𝑉𝑖) → {
𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟 𝑖𝑓 𝐻(𝑉𝑖) ∉ 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛

𝑅𝑒𝑗𝑒𝑐𝑡 𝑖𝑓 𝐻(𝑉𝑖) ∈ 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛
  (3) 

 

Such a mechanism secures individuals from getting 

unauthorized access while ensuring that each person 

registers only once. 

Voter Authentication 

Prior to the voting process, voters must prove their 

identity to avoid being impersonated, voting multiple 

times, or being a victim of fraud. The authentication 

procedure guarantees that voters who claim to access 

the platform are indeed authenticated. The voting 

system implements a hashed comparison method 

whereby the user-supplied credentials are hashed, and 

the resultant hash is checked against the blockchain-

registered hash. 
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Fig. 4: Prototype of the proposed HCE-VoteChain framework 
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Mathematically, voter authentication is validated as 

follows: 

 

𝐻(𝐼𝐷𝑖 , 𝐵𝑖𝑖)
?

⇒ 𝐻(𝑉𝑖) (4) 

 

Where: 
 

 H (IDi, Bii) is the hash generated from the user's input 

credentials 

 H(Vi) is the stored blockchain identity hash 

 

If the hashes match, the voter is authorized; if not, 

access is denied. To mitigate brute-force attack risks, the 

system implements a login attempt control that suspends 

an account after the voter fails to log in within k attempts: 

 

𝐿𝑜𝑔𝑖𝑛𝐴𝑡𝑡𝑒𝑚𝑝𝑡𝑠(𝑉𝑖) > 𝑘 ⇒ 𝐴𝑐𝑐𝑜𝑢𝑛𝑡 𝐿𝑜𝑐𝑘𝑒𝑑 (5) 

 

In order to provide additional system security, an auto-

logout mechanism is implemented where voter sessions 

have a limited duration: 

 

𝑇𝑠𝑒𝑠𝑠𝑖𝑜𝑛 > 𝑇𝑡𝑖𝑚𝑒𝑜𝑢𝑡 ⇒ 𝐴𝑢𝑡𝑜 𝐿𝑜𝑔𝑜𝑢𝑡 (6) 

 

Such measures secure the network from external 

threats, maintaining the confidentiality of voter 

information and safeguarding system integrity. 

Ballot Casting and Vote Encryption 

Authenticated voters have the ability to choose their 

preferred candidate and complete their voting process. 

The system uses AES-256 encryption to protect the 

candidate information before the vote is submitted in 

order to ensure vote confidentiality and vote accuracy. 

The transmission of the vote remains secure because 

encryption prevents any unauthorized person from 

accessing or changing the vote data. 

The encryption function is given by: 

 

𝐸(𝑉𝑖) = 𝐴𝐸𝑆256(𝑃𝐾𝑖 , 𝐶𝑗) (7) 

 
Where: 

 

 E(Vi) is the encrypted vote 

 PKi is the voter's public key 

 Cj represents the selected candidate 

 

To further ensure that the vote is legitimate and 

unaltered, a digital signature is generated using the 

ECDSA: 

 

𝑆(𝑉𝑖) = 𝐸𝐶𝐷𝑆𝐴(𝑆𝐾𝑖 , 𝐸(𝑉𝑖) (8) 

 

Where: 

 S(Vi) is the signed encrypted vote 

 SKi is the voter's private key used for signing 

 

To prevent replay attacks, where attackers might reuse 

previously cast votes, a timestamp is attached to each 

vote: 

 

𝑇𝑖 = 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝() (9) 

 
The voting process begins with the encryption, 

signature, and timestamping of the vote, which proceeds 

to the Hyperledger Fabric blockchain for its entry and 

smart contract authentication process before it becomes 

part of the ledger: 

 

𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡(𝐸(𝑉𝑖), 𝑆(𝑉𝑖)) → {
𝑆𝑡𝑜𝑟𝑒 𝑜𝑛 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 𝑖𝑓 𝑣𝑎𝑙𝑖𝑑

𝑅𝑒𝑗𝑒𝑐𝑡 𝑉𝑜𝑡𝑒 𝑖𝑓 𝑖𝑛𝑣𝑎𝑙𝑖𝑑
  (1) 

 

This ensures transparency, prevents vote 

manipulation, and guarantees the voter's anonymity. 

Vote Storage and Counting 

The blockchain-based system securely stores votes 

while using homomorphic encryption to aggregate votes 

because the system needs no decryption for individual 

votes during the tallying process, which protects voter 

identity. The system enables users to execute 

mathematical calculations on encrypted information 

without needing to unlock the secure data. 

The encrypted vote sum is computed as: 
 

𝐸(𝑇𝑜𝑡𝑎𝑙) =  ∏ 𝐸(𝑉𝑖) 𝑚𝑜𝑑 𝑛2𝑁
𝑖=1  (11) 

 
Where: 

 

 E(Total) is the encrypted total vote count 

 n is the public modulus of the encryption scheme 

 N represents the total number of votes cast 
 

Votes are validated using consensus mechanisms, 

ensuring the integrity of the election. 

Proof of Authority (PoA): PoA is a blockchain consensus 
model that relies on trusted validators (authorities) to 

authenticate issued transactions instead of mining or staking. 

Like Proof of Work (PoW) or Proof of Stake (PoS), PoA uses 

a set of nodes. However, in this case, the nodes are set in 

advance, simultaneously making them extremely effective, 

quick, and eco-friendly (Hajian et al., 2023). This approach 

is often applied in private and consortium blockchains where 

security and trust are placed above decentralization (Mwansa 

and Kabaso, 2023). It guarantees scalability with low 
transaction latency; however, due to its centralized nature, it 

is vulnerable to validator tampering. Ideal applications 
include enterprise solutions, supply chain management, and 

secure voting systems. 

PoA relies on trusted validators Vi: 
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𝑇 = ∑ 𝑉𝑖(𝑇𝑥) 𝑖𝑓 𝑉𝑖(𝑇𝑥) ≥ 50% 𝑛
𝑖=1  (12) 

 
Where: 

 

 Tx is a transaction (vote) 

 𝑉𝑖(𝑇𝑥) is a validator's approval 

 The vote is valid if more than half approve 
 

Delegated Proof of Stake (DPoS): DPoS functions as 

a blockchain consensus mechanism that enables 

stakeholders to select delegates who would perform 

transaction validation and block creation tasks instead of 

executing these responsibilities by themselves. The DPoS 

system operates with a selected group of delegates who 
validate blockchain transactions while all other users of 

the network maintain complete control over their staked 

digital assets, which makes it more efficient and energy-

saving than traditional proof-of-stake systems (Elisa et al., 

2023). This method enhances transaction speed and 

reduces costs, but its semi-centralized nature introduces 

trust dependency on elected delegates (Taş and Tanrıöver, 

2021). DPoS functions as the primary consensus 

mechanism that drives efficient operations in blockchain 

networks that support cryptocurrencies, decentralized 

applications, and voting systems through its provision of 

fair and democratic governance systems. 
DPoS allows stakeholders to vote for delegates: 

 

𝑊𝑖 = ∑ 𝑆𝑗 × 𝑃𝑗
𝑚
𝑗=1   (13) 

 

Where: 

 

 Wi is the delegate's total weight 

 Sj is the stake of voter j 

 Pj is the probability of delegation 

 

This process guarantees accuracy, transparency, and 

confidentiality in vote counting. 

Vote Auditing 

Vote auditing ensures that the election process remains 

transparent, verifiable, and tamper-proof. It allows third-
party auditors, election authorities, or even voters to 

verify the integrity of the votes without revealing the 

actual contents. Anonymity can be preserved, and 

manipulation can be prevented through cryptography 

during auditing. 

In a system of voting that employs blockchain 

technology, two methods are used to conduct auditing. 

Step 1: Voter-Verifiable Audit 

Every voter gets an audit token, a type of receipt that 

corresponds uniquely to their vote. The vote verification 

is done using SHA-256. It guarantees that the vote is kept 

anonymous yet still verifiable: 

𝑅𝑖 = 𝑆𝐻𝐴256(𝑉𝑖 , 𝑇𝑖)  (14) 

 

Where: 

 

 Ri is the audit receipt for voter i 
 Vi is the voter's encrypted vote 

 Ti is the timestamp of the vote 

 

Users can confirm that their vote exists on the 

Blockchain by checking if their audit receipt is recorded 

on the public or open ledger: 

 

𝑅𝑖  𝜀?𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛  (15) 

 

Once the audit receipt is retrieved, the voter is then 

free to verify that their vote was indeed counted. 

Step 2: ZKP Auditing 

The ZKP-based auditing model allows privacy to be 

maintained while enabling election integrity to be 

verified. 

With the application of the ZKP protocol, the electoral 

system demonstrates that the total of all the cast votes in 

retention form equals the decrypted final vote count 

without disclosing individual choices: 

 
𝛱: ∃(𝑉1, 𝑉2 , … , 𝑉𝑁)𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐸(𝑇𝑜𝑡𝑎𝑙) = ∏ 𝐸(𝑉𝑖) 𝑚𝑜𝑑𝑛2𝑁

𝑖=1   (16) 

 

Where: 

 

 Π represents the ZKP system 

 E (Total) is the encrypted total vote count 

 E (Vi) are the encrypted individual votes 

 N is the encryption modulus 

 

This enables independent third-party verification to 

ensure that all votes were counted without requiring 

knowledge of who voted for whom. 

Hyperledger Fabric for Secure and Permissioned 

Blockchain-Based Vote Management 

The electoral process maintains its security and 

transparency and operational efficiency through the 

implementation of Hyperledger Fabric, which functions 

as a permissioned blockchain framework. The system 

implements controlled access through its MSP, which 

restricts system use to designated users (Haque et al., 

2024). Smart contracts (chaincode) authenticate users and 

verify votes while computing results to maintain data 

integrity and security against changes. The ordering 

service executes vote processing in a sequential manner, 

which stops both fraudulent activities and double-voting 

incidents. The system uses a modular design, which 

enables it to grow by processing high volumes of 

transactions (Jena et al., 2024; Sutradhar et al., 2024). 
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Hyperledger Fabric increases vote protection and voter 

privacy through its use of AES-256 encryption together 

with ECDSA signature cryptographic methods. The 

introduction of these characteristics leads to substantial 

enhancements in reliability and operational performance, 

together with the ability to conduct audits for blockchain-

based electronic voting systems. 

Secure Hash Algorithm 256-bit (SHA256) for Data 

Integrity 

The SHA-256 technique provides a sophisticated yet 
effective way of encrypting and storing sensitive 

information in the context of blockchain voting systems 

through voter identity and voting records. This approach 

to hashing information is common due to its ability to be 

irreversibly and tamper-proof, making sensitive 

information impossible to alter. For voter information and 

vote particulars that have already been cast onto the 

Blockchain, SHA-256 is applied as it prevents turning 

back the scrutability for these already cast votes (Sahib 

and Al-Shamery, 2021; Riza Chakim et al., 2023). The 

SHA-256 being collision resistant makes it more reliable 
than other hashing methods for voting systems (Nagajothi 

et al., 2021; Scientific, 2024). Like several different 

methods, it is extremely popular for ensuring security in 

blockchain systems because of the effectiveness of these 

systems against cryptographic attacks and breaches with 

minimal resources. The general diagram of SHA256 is 

shown in Fig. 5. 

SHA-256 is a cryptographic hash function that 

transforms input data into a 256-bit fixed-length output: 
 
𝐻(𝑀) = 𝑆𝐻𝐴 − 256(𝑀) (17) 
 

Where: 
 
 H (M) is the hashed output 

 M is the input message (voter ID, vote, etc.) 

AES-256 for Vote Confidentiality 

AES-256 functions as a symmetric encryption 

algorithm to maintain the integrity and confidentiality of 

the data in the blockchain-based voting system. The 

algorithm is further regarded as uncrackable as it employs 

a 256-bit key size, which makes it virtually impossible to 

brute-force (Amrulloh et al., 2023). Votes must be 

encrypted before their transmission and storage. The data 

is locked to the point that, without access to the decryption 

key, the data is completely incomprehensible, even if it is 

intercepted (Chaturvedi et al., 2024). Moreover, its 

structure enhances its resilience to cryptographic attacks 

by using multiple rounds of encryption through a 
Substitution-Permutation Network (SPN) (Singh et al., 

2023a). These factors apply to sensitive governmental or 

financial data, making AES-256 the most efficient and 

widely adopted symmetric key cipher, as illustrated in 

Fig. 6.  

AES-256 is a symmetric encryption algorithm that 

encrypts plaintext P into ciphertext C: 

 

𝐶 = 𝐸𝑘(𝑃) (18) 

 

Decryption: 

 

𝑃 = 𝐷𝑘(𝐶) (19) 

 

Where: 

 

 Ek is the encryption function using a 256-bit key k 

 Dk is the decryption function using the same key k 

 P is the plaintext vote 

 C is the encrypted vote 

 

 

 

Fig. 4: SHA256 
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Fig. 5: A flow chart of the generic AES–256 algorithm steps for encryption and decryption 

 

ECDSA for Digital Signature 

ECDSA is an asymmetric cryptographic algorithm 
aimed at ensuring authentication, integrity, and non-

repudiation features within the blockchain-based voting 

system. It uses the voter's private key to sign each vote as 

a unique digital signature, which allows the system to 

validate the vote without revealing sensitive information 

(Kagona, 2022; Marouan et al., 2024). The elliptic curve 

mathematics used in ECDSA is more efficient than other 

traditional algorithms, such as RSA, because it can 

provide more security with fewer keys and is thus more 

scalable (Gupta and Prasad, 2024). The ECDSA is used to 

sign the encrypted vote, as shown in Equation 20: 
 
𝑆(𝑉𝑖) = 𝐸𝐶𝐷𝑆𝐴𝑆𝐾𝑖(𝐸(𝑉𝑖) (20) 
 

Where: 
 
 Encrypted vote E(Vi) 

 Digital signature S(Vi) 
 
ZKP for Vote Auditing and Verifiability 

ZKP is a type of cryptography where one party (the 

prover) is able to convince another party (the verifier) to 

have specific information without sharing it with them 

(Chai et al., 2022). In the context of a blockchain voting 
system, voters are able to verify that they are eligible to vote 

by proving their identity without revealing their name and 

history of voting through the use of ZKP (Mustafa and 

Waheed, 2021). This is done using cryptographic 

mathematics, which verifies a statement without degrading 

the hidden information. This helps ensure that votes that 

cannot be tracked are anonymous, untraceable, and 

verifiable, preventing identity stealing, voter coercion, and 

other nefarious acts (Zhou et al., 2024). ZKP allows a voter 

to prove their identity without revealing it, as given: 

 

P: x ∈ S, V ← P (21) 

V verifies f(x) =  y (22) 
 

Where: 
 
 P (prover) knows secret x 

 S is a set of eligible voters 
 V(verifier) checks without knowing x 
 
Paillier Homomorphic Encryption for Privacy-

Preserving Vote Counting 

Paillier Homomorphic Encryption is a privacy-protecting 

encryption method that supports secure computation on 

encrypted data (Yuhao and Peng, 2024). E-voting supports 

the aggregation of encrypted votes without decryption, such 
that individual vote information is kept confidential during 

the election process. The additive homomorphic nature of 

Paillier encryption supports the direct summation of 

encrypted votes, which makes it suitable for vote counting in 

elections. This method ensures privacy for voters and 

simultaneously allows election authorities to securely and 

accurately determine the final vote tally without any 

unlawful interference on politically sensitive data while 

preserving and ensuring the quality, together with the 

openness of the electoral result. 

Performance Metrics 

To evaluate system performance and security 

effectiveness: 
 

 Transaction Speed (TPS): Measures votes processed 
per second: 

 

𝑇𝑠𝑝𝑒𝑒𝑑 =
𝑇𝑜𝑡𝑎𝑙 𝑉𝑜𝑡𝑒𝑠

𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝑇𝑖𝑚𝑒
 

 

 Latency: Measures the time taken for vote 

verification, storage, and confirmation: 
 

𝐿 =  𝑡𝑣𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 + 𝑡𝑟𝑒𝑐𝑜𝑟𝑑𝑖𝑛𝑔 + 𝑡𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑎𝑡𝑖𝑜𝑛  
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Total time required for: 
 
o Verification 

o Recording 

o Confirmation 
 
 Throughput Time: The total time required for all 

votes to be processed: 
 

𝑇𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  ∑ 𝑇𝑖

𝑛

𝑖=1

 

 
Total time taken for all votes to be processed. 

 
 Security Resilience: Resistance to cyberattacks: 
 

𝑅𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦 =  
1

𝑃𝑎𝑡𝑡𝑎𝑐𝑘
 

 
Higher security resilience means a lower probability 

of attack success. 
 
 Fault Tolerance: Evaluate system stability in case of 

failures: 
 

𝐹𝑡𝑜𝑙 =
𝑇𝑢𝑝

𝑇𝑡𝑜𝑡𝑎𝑙
 

 
Measures system reliability in case of failures. 

This section discusses the proposed algorithm 

employed in this study. 
 

Algorithm: Blockchain-based Secure e-voting system 

(HCE-VoteChain) 

Step 1. Voter Registration 

Identity Hashing 

𝐻𝑖 = 𝑆𝐻𝐴256(𝑉𝑖|| 𝐵𝑖) 

 The voter's ID Vi and biometric data Bi are 
concatenated and hashed using SHA-256. 

 This ensures a unique, tamper-proof identity stored 
on the Hyperledger fabric. 

Public-Private Key Generation 

𝑃𝐾𝑖 , 𝑆𝐾𝑖 = 𝐾𝑒𝑦𝐺𝑒𝑛() 

 Each voter is assigned a cryptographic key pair: 
o PKi (Public Key) - Used for encrypting 
votes. 

o SKi (Private Key) - Used for signing 
votes. 

Identity Verification & Smart Contract Validation 

𝑆𝐶𝑖(𝐻𝑖) = {
𝑉𝑎𝑙𝑖𝑑 ⇒  𝑅𝑖 = 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑒𝑑
𝐼𝑛𝑣𝑎𝑙𝑖𝑑 ⇒  𝑅𝑖 = 𝑅𝑒𝑗𝑒𝑐𝑡𝑒𝑑

 

 A Hyperledger Fabric smart contract (SCi) checks 
whether the hashed identity exists in the system. 

 If the identity is verified, the voter is registered; 
otherwise, registration is rejected. 

Aadhaar Authentication API Integration 

𝐴𝑢𝑡ℎ(𝑉𝐼𝐷) = {
1, 𝑖𝑓 𝑣𝑎𝑙𝑖𝑑 𝐴𝑎𝑑ℎ𝑎𝑎𝑟 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛
0, 𝑖𝑓 𝑖𝑛𝑣𝑎𝑙𝑖𝑑

 

 UIDAI's Aadhaar authentication API is integrated 
to prevent fake registrations and ensure only eligible voters 
register. 

Step 2. Voter Authentication 

Credential Hashing and Verification 

𝐶𝑖
′ = 𝐻(𝐶𝑖) 

𝐶𝑖
′

=
→ 𝐻𝑖 

 The entered credentials Ci are hashed and 
compared with the stored hash Hi. 

 If they match, the voter proceeds; otherwise, the 
attempt is denied. 

Login Failure & Account Locking 

𝐶𝑖
′ = 𝐻𝑖 ⇒ 𝐴𝑐𝑐𝑒𝑠𝑠 𝐺𝑟𝑎𝑛𝑡𝑒𝑑 

𝐶𝑖
′ ≠ 𝐻𝑖 ⇒ 𝐹𝑎𝑖𝑙𝑒𝑑 𝐴𝑡𝑡𝑒𝑚𝑝𝑡 𝐶𝑜𝑢𝑛𝑡 + + 

𝐼𝑓 𝐹𝑎𝑖𝑙𝑒𝑑 𝐴𝑡𝑡𝑒𝑚𝑝𝑡 𝐶𝑜𝑢𝑛𝑡 >  𝑇𝑙𝑜𝑐𝑘 , 𝐴𝑐𝑐𝑜𝑢𝑛𝑡 𝐿𝑜𝑐𝑘𝑒𝑑 

 After multiple failed login attempts, the voter's 
account is locked to prevent brute-force attacks. 

Step 3. Ballot Casting & Vote Encryption 

Vote Encryption (Confidentiality) 

𝐸(𝑉𝑖) = 𝑃𝑎𝑖𝑙𝑙𝑖𝑒𝑟𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝐶𝑖 , 𝑃𝐾𝑖) 

 The selected candidate Ci is encrypted using 
Paillier Homomorphic Encryption and the voter's public key 
PKi. 

 This ensures vote confidentiality while allowing 
secure vote tallying without decryption. 

Digital Signature (Authentication & Integrity) 

𝑆(𝑉𝑖) = 𝐸𝐶𝐷𝑆𝐴𝑆𝐾𝑖(𝐸(𝑉𝑖)) 

 The ECDSA is used to sign the encrypted vote. 

 This prevents unauthorized modifications. 

Timestamping (Replay Attack Prevention) 

𝑇𝑖 = 𝐶𝑢𝑟𝑟𝑒𝑛𝑡 𝑇𝑖𝑚𝑒 

 A timestamp is attached to each vote to ensure that 
votes cannot be replayed or duplicated. 

Vote Submission 

𝑉𝑜𝑡𝑒𝑖 = {𝐸(𝑉𝑖), 𝑆(𝑉𝑖), 𝑇𝑖} 

 The vote is submitted to the Hyperledger fabric, 
including: 
o Encrypted vote E(Vi) 
o Digital signature S(Vi) 
o Timestamp Ti 

Vote Validation by Smart Contract 

𝑆𝐶(𝑉𝑜𝑡𝑒𝑖) = {
𝑉𝑎𝑙𝑖𝑑 ⇒ 𝑆𝑡𝑜𝑟𝑒 𝑉𝑜𝑡𝑒𝑖𝑜𝑛 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛

𝐼𝑛𝑣𝑎𝑙𝑖𝑑 ⇒  𝑅𝑒𝑗𝑒𝑐𝑡 𝑉𝑜𝑡𝑒
 

 A Hyperledger fabric smart contract checks vote 
validity: 
o If valid, the vote is stored on the 
Hyperledger fabric. 

o If invalid, the vote is rejected. 

Step 4. Vote Storage & Counting 

Vote Aggregation using Paillier Homomorphic 

Encryption 

𝐶𝑜𝑢𝑛𝑡(𝐶) =  ∑ 𝐼(𝑉𝑖 = 𝐶)

𝑁

𝑖=1

 

Votes are collected securely by utilizing Paillier 
Homomorphic Encryption, which permits the summation of 

encrypted votes without requiring decryption. 

 The system counts votes for each candidate C. 

 I(Vi = C) is an indicator function: 
o Returns 1 if vote Vi belongs to candidate C. 
o Returns 0 otherwise. 

Consensus Mechanism 

𝐶𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠 = 𝑃𝑜𝐴 + 𝐷𝑃𝑜𝑆 
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 The blockchain consensus mechanism ensures only 
valid votes are counted: 
o Proof of Authority (PoA): A set of 
trusted validators authenticates votes. 
o Delegated Proof of Stake (DPoS): 

Delegates verify votes on behalf of voters. 

Final Vote Computation 

𝑅𝑓 = 𝑎𝑟𝑔𝑚𝑎𝑥 𝐶𝑜𝑢𝑛𝑡(𝐶) 

 The candidate receiving the highest number of 
votes is selected as the winner. The outcome is validated and 
published securely using the Paillier decryption process. 

Step 5. Vote Auditing 

𝛱: ∃(𝑉1, 𝑉2 , … , 𝑉𝑁)𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐸(𝑇𝑜𝑡𝑎𝑙)

= ∏ 𝐸(𝑉𝑖) 𝑚𝑜𝑑𝑛2

𝑁

𝑖=1

 

 ZKP ensures that vote tallying is verifiable without 
revealing individual votes. 

 Any discrepancy in the tally immediately flags an 
anomaly. 

Step 6. Cryptographic Security Techniques 

Paillier Homomorphic Encryption (Privacy-Preserving 

Vote Tallying) 

𝐸(𝑉) = 𝑃𝑎𝑖𝑙𝑙𝑖𝑒𝑟𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑀, 𝐾) 

 The Paillier Homomorphic Encryption System can 
encrypt votes, allowing for the private counting of votes. The 
election authorities can compute the total votes from the 

encapsulated votes without disclosing the vote breakdown 
while maintaining the confidentiality of the votes. 

 This homomorphic encryption enables the secure 
aggregation and verification of votes, which protects the 
anonymity of voters while ensuring the security of the 
election. 

AES-256 Encryption (Confidentiality) 

𝐸(𝑉) =  𝐴𝐸𝑆256(𝑀, 𝐾) 

 AES-256 encryption ensures votes remain 
confidential. 

SHA-256 Hashing (Data Integrity) 

𝐻(𝑀) = 𝑆𝐻𝐴256(𝑀) 

 SHA-256 hashing prevents vote tampering. 

ECDSA Digital Signature (Authentication & Integrity) 

𝑆(𝑉) =  𝐸𝐶𝐷𝑆𝐴𝑆𝐾(𝐸(𝑉)) 

 The ECDSA signature ensures votes remain 
unaltered. 

Step 7. Performance Metrics 

Transaction Speed (Votes Processed Per Second) 

𝑇𝑠𝑝𝑒𝑒𝑑 =
𝑇𝑜𝑡𝑎𝑙 𝑉𝑜𝑡𝑒𝑠

𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝑇𝑖𝑚𝑒
 

 Measures system speed in processing votes. 
 
Latency (Time Delay in Vote Processing) 

𝐿 =  𝑡𝑣𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 + 𝑡𝑟𝑒𝑐𝑜𝑟𝑑𝑖𝑛𝑔 + 𝑡𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑎𝑡𝑖𝑜𝑛  

 Total time required for: 
o Verification 
o Recording 
o Confirmation 

Throughput Time (Total Processing Time) 

𝑇𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  ∑ 𝑇𝑖

𝑛

𝑖=1

 

 Total time taken for all votes to be processed. 

Data Immutability (Tamper Resistance) 

𝑃𝑖𝑚𝑚𝑢𝑡 = 1 − 𝑃𝑡𝑎𝑚𝑝𝑒𝑟 

 Ensures votes remain unchanged after being cast. 

Security Resilience (Resistance to Attacks) 

𝑅𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦 =  
1

𝑃𝑎𝑡𝑡𝑎𝑐𝑘
 

 Higher security resilience means a lower 
probability of attack success. 

Fault Tolerance (System Stability) 

𝐹𝑡𝑜𝑙 =
𝑇𝑢𝑝

𝑇𝑡𝑜𝑡𝑎𝑙
 

 Measures system reliability in case of failures. 

 

Results and Discussion 

The HCE-VoteChain system was developed 

through the implementation of Hyperledger Fabric, 

which combined with Paillier Homomorphic 

Encryption, ECDSA, and SHA-256 to establish a 

secure voting system that guaranteed complete voting 

transparency.  

The upgraded experimental setup now displays the 

simulation environment through a Chinese language 

demonstration of Hyperledger Fabric, which operates 

with 10 validator nodes and Raft consensus and ≥2/3 

endorsement policy, CouchDB, and multi-channel 

configuration for scalability. The system evaluation 

involved testing with synthetically generated voting 

transactions, which used 100 to 500 transactions per block 

and 2 to 5 second block time to assess latency and 

throughput capabilities. The system achieved security and 

privacy through its multi-layer cryptographic framework, 

which included SHA-256, ECDSA, AES-256, Paillier, 

and ZKP, while the evaluation metrics measured system 

performance through latency and throughput, 

cryptographic expenses, and scalability. The new 

additions to the HCE-VoteChain system enhance both 

experimental clarity and reproducibility and experimental 

testing standards. 

The secure e-voting system, which has been 

developed, shows its complete operational capacity 

through the visual interface, which appears in Fig. 7. The 

front-end interface developed using Python enables voters 

to vote by choosing a political party and providing their 

Voter ID through a valid sample. The proposed 

blockchain-based e-voting framework provides a secure 

and transparent platform for casting and recording votes. 

Voters can use the user-friendly interface to choose their 

political party while entering their Voter ID information. 

The system uses Aadhaar authentication to verify voters 

by checking their identity against a hashed registry. Every 

vote gets protected through Paillier Homomorphic 

Encryption, which also uses ECDSA signing to ensure 

integrity and timestamps to defend against replay attacks. 
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Fig. 6: Proposed HCE-VoteChain framework for vote casting 

 

The encrypted vote becomes validated through smart 

contracts after its submission and then gets permanent 

storage on the Hyperledger Fabric blockchain. The system 

shows active voter participation through its real-time 

voter activity tracking feature, which displays a vote 

summary bar chart that updates with current voting results 

while keeping voter identities confidential. The system 

guarantees voter privacy while enabling verification 

through auditing processes and maintaining protection 

against unauthorized alterations, which results in a secure 

and trustworthy voting procedure. The blockchain-based 

e-voting system begins with a seamless voter registration 

process, where users input their personal details (Full 

Name, Voter ID, Aadhaar number, etc.) through a clean 

and intuitive interface, as shown in Fig. 8. 
The Aadhaar verification system establishes authentic 

voter registration because it blocks all unauthorized 

registrations, which prevents fraudulent voter registration. 

The verification process assigns each voter a distinct 

public-private key combination, which enables the voter 

to encrypt their vote using the public key and to digitally 

sign their vote using the private key, as shown in Fig. 9, 
which displays the registered public key in Privacy-

Enhanced Mail (PEM) format. 

After registration, the voter's identity is hashed using 

SHA-256, combining their Voter ID and Aadhaar data, to 

create a unique identifier. The hashed identity gets stored 

on the Hyperledger Fabric blockchain because it creates 

an unchangeable, transparent record of the voter, which 

prevents any modification of their personal information. 

The registration information saved on the Smart Contact, 

together with the voter hash identity and registration 
validation timestamp, appears in Fig. 10. 

 

 

 
Fig. 7: Voter registration 

 

 
 
Fig. 8: Public key generated 
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Fig. 9: Hash identity & store on Hyperledger fabric-based 

Blockchain 

 

The Hyperledger Fabric blockchain uses smart 
contracts to verify voters' registration by matching their 

hashed identity with the existing registration records. The 

system achieves secure storage of voter registration 

details together with a confirmation message after 

completing successful validation. The registration process 

for the voter named "Naveen" has been completed 

according to the notification shown in Fig. 11. 

After registration, the user login process redirects to 

the interface, which allows voters to choose their political 

party from three options (A, B,  ) and enter their Voter 

ID. Fig. 12, displays a clean, simple form where the voter 

selects their desired party and enters a Voter ID, providing an 

intuitive and user-friendly experience. The process verifies 

voter identity to allow only verified voters to vote, while it 

stops unauthorized individuals from accessing the system. 

 nce the vote is cast, the system proceeds with the 
encryption and validation process. 
The voting process starts with the system processing a 

voter's choice for Party B, as shown in Fig 13. The system 
starts a multi-layered encryption and validation process to 

protect three core security elements, which are 

confidentiality, integrity, and authenticity. First, the vote 

is encrypted using AES-256 to encode the vote data 

securely. The system creates a SHA-256 hash from the 

encrypted ballot to establish a mechanism that detects any 

attempts to tamper with the ballot. The hash receives 

digital signing through the E DSA algorithm, which uses 

the voter's private key to establish authenticity while 

blocking any modifications to the vote. The system adds 

a digital timestamp (2025-06-19T08:35:29), which 
prevents replay attacks by ensuring every vote maintains 

its individual identity while requiring actual time voting. 

The cryptographic measures protect the voting process 

from the moment it starts until it reaches the Blockchain. 

 

 
 
Fig. 10: Smart contracts validate registration 

 

  
Fig. 11: Vote casting 

 

 
 
Fig. 12: Multi-layered encryption and validation 

 nce the voter, like ID: 123456789012, selects a 
candidate Party A, the encrypted vote, timestamp, and 
digital signature are submitted to the Hyperledger Fabric 
smart contract. The system validates the voter's 
registration, Aadhaar linkage, and uniqueness of the vote 
using the chaincode logic. All endorsing peers (Peer rg1, 
Peer rg2) approve the transaction, and the vote is 
committed to the blockchain ledger as Block #1685. The 
final status displays Vote accepted and stored on the 
Hyperledger Fabric as shown in Fig. 14. 

In this case, a vote by another voter ID: 314159265358 
is cast for Party B. Although the format is correct and the 
endorsement phase proceeds normally, the smart contract 
detects an issue, likely duplicate voting, unverified 
identity, or registration status as N/A. As a result, the vote 
is rejected during the chaincode logic validation, and the 
block is marked as a vote rejected by the smart contract, 
as shown in Fig. 15. 
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Fig. 13: Valid Vote Submitted and Accepted 
 

 
 
Fig. 14: Invalid Vote Rejected 
 

After continuous invalid or fraudulent vote attempts 

using the same voter ID (123456789012), the system 

identifies it as a replay attack or duplicate submission, as 

shown in Fig. 16. The account gets locked automatically 

as a security mechanism to prevent brute-force attacks. 

The front-end displays: "Your ID is blocked or invalid!". 

The e-voting system ensures secure and transparent 

voting through smart contract validation on Hyperledger 

Fabric. The system stores valid votes on the Blockchain 

after encrypting, signing, and verifying them. At the same 

time, it blocks any attempts to submit identical or false 

votes, and it secures accounts after multiple failed 

attempts to access the system. The system stores each 

encrypted and signed vote on the blockchain ledger after 

it is submitted to the voting process, which is displayed in 

Fig. 17. Each vote is recorded with a unique block index, 

timestamp, and hash, which guarantees that the data must 

remain unchanged and secure in storage. The process 

creates a system for transparent vote recording, which 

records every transaction as an unchangeable entry in the 

distributed ledger system. 

The voting records display three types of information 

according to Fig. 18, which shows the voter ID, selected 

political party, and timestamp for each successfully cast 

vote. The records generate a vote summary bar chart, 

which shows the ongoing vote count for each political 

party. The results show that Party B leads with 3 votes, 

followed by Party   with 2, and Party A with 1. 

The system demonstrates its smart contract execution 

ability through its use of smart contract-based systems to 

determine final results in Fig. 19. The system uses 

homomorphic encryption-based voting methods to count 

votes while ZKP technology verifies the voting results. 

The system verifies total voting results through encrypted 

methods, which keep all individual votes secret to protect 

voter privacy. The visual audit chart displays the election 

results, which show Party B as the election winner, thus 

allowing public verification of results and increasing 

election transparency. 

 

 
 

Fig. 15: Repeated Invalid Attempts: Account Blocked 
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Fig. 16: Blockchain Vote Storage Log 
 

 

 
Fig. 17: Vote Records and Vote Summary 

 

 
 
Fig. 18: Final Vote Result, Audit, and ZKP Verification 

 
Table 2: Performance Metrics 

Metric Value 

Transaction Speed 0.13 votes/sec 
Average Latency 2.521 sec 
Average Throughput 288 TPS 
Data Immutability 0.999 
Security Resilience 10,000 

Fault Tolerance 0.96 

 

The system was able to attain an average throughput 

of 288 TPS, which shows the system's capability to 
process high-scale, real-time voting transactions. 

Additionally, the system's transaction speed was 0.13 

votes/sec. This shows the secure cryptographic processes  

System Performance 

The HCE-VoteChain system was developed through 

its implementation on Hyperledger Fabric, which 

underwent testing with different transaction volumes to 

assess its performance in efficiency and scalability, and 

system strength testing. This section presents the key 

performance metrics observed during system evaluation, 

including transaction speed, throughput, Latency, data 

immutability, security resilience, and fault tolerance. The 

system demonstrates its ability to handle high-volume 

voting operations through its security and reliability 

mechanisms, which are essential for conducting national 

and state elections. Table 2 summarizes the core 

performance outcomes of the system (AES-256, ECDSA, 

Paillier, and ZKP) the system undergoes in processing a 

single vote. These processes add to the system's 

processing time but provide the necessary security. The 

system's average Latency was 2.521 seconds. This shows 

the system's capability to provide timely responses to 

voters and confirm votes even in moderate to high loads. 

Additionally, the system's immutability score was 

0.999. This shows the system's capability to ensure that a 

recorded vote cannot be altered in the future, which is a 

requirement in a voting system. The system's security 

resilience was 10,000. This shows the system's low 

chances of being attacked due to the robustness of the 

system's cryptographic processes. Finally, the system's 

fault tolerance was 0.96. This shows the system's 

capability to maintain functionality and integrity even in 

the event of failure or partial network downtime. 

In this case, metrics mainly indicate that the system is 

very secure, stable, and scalable. Immutability score 

confirms the integrity of the blockchain. Furthermore, 

high resilience and tolerance values are signs of a reliable 

system that can withstand attacks or failures. 

Throughput Analysis 

The system performance assessment required testing 

with different transaction loads to measure its scalability 

limits. The system throughput, which measures the 

successful transaction processing rate, shows continuous 

growth as more transactions are executed, as shown in 

Fig. 20. The system demonstrates throughput 

performance that matches the incoming transaction rate 

because the system maintains high capacity even during 

peak operation times. The system achieved 219 processed 

transactions at 200 TPS while it maintained 785 processed 

transactions at 500 TPS, which demonstrates that the 

system architecture can handle multiple tasks 

simultaneously while meeting horizontal scaling 

requirements. The Hyperledger Fabric platform achieves 

its efficiency through two main processes, which include 

peer endorsement policies and smart contract execution 

and parallel transaction validation. 
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Fig. 19: Throughput vs Transaction sent rate 

 

 
 
Fig. 20: Latency vs Transaction Sent Rate 

 

The throughput increases with the rising input rate 

because it tracks the input rate development, which 

results in only minor reductions. The system 
demonstrates its ability to manage peak voting hours 

because it can handle high traffic without causing 

congestion or bottlenecks, which proves the 

effectiveness of smart contracts, parallel execution, and 

consensus processing. 

Transaction Latency 

The latency of the system increases steadily with the 

increasing system load, as shown in Fig. 21. The system 

maintains low latency during moderate load conditions, 
which reach 250 TPS, because it enables almost real-

time vote recording. The system maintains a latency 

level below 5 seconds during high-load conditions, 

which reach 500 TPS, showing that it remains 

responsive during its most demanding operational 

periods. 

Comparative Analysis 

A comparative analysis was carried out with 

established electronic voting mechanisms to explore 
the proposed e-voting scheme leveraging blockchain 

technology.  

Throughput performance assessment serves as the 

core evaluation method, which determines system 

capacity to handle maximum transaction loads during 

vital operations such as voter registration and vote 

casting. The analysis given in Table 3 considers 
throughput for 1,000 transactions with a transaction 

send rate of 200 TPS, using standardized benchmarking 

environments. 

The comparative analysis based on throughput 

demonstrates that the proposed HCE-VoteChain system 

significantly outperforms existing techniques in the voter 

registration and vote casting phases. With a registration 

throughput of 219 TPS, surpassing the 142.2 TPS of a 

permissioned blockchain system (Oon and Othman, 2025) 

and the 185.2 TPS of the IBM Cloud-based approach 

(Clarke et al., 2023), the improvement is attributed to 
efficient cryptographic hashing and optimized smart 

contract execution. Similarly, the proposed system 

achieved 214 TPS during vote casting, far exceeding the 

score-voting method (Alshehri et al., 2023), owing to the 

integration of Paillier homomorphic encryption, ECDSA 

digital signatures, and timestamping within Hyperledger 

Fabric's parallel execution environment. In contrast, the 

score-based voting system showed the lowest scalability 

due to its computational complexity. Overall, these results 

affirm that the proposed framework is not only secure and 

transparent but also highly scalable, making it a strong 

candidate for real-world deployment in large-scale, time-
sensitive electoral applications requiring high throughput, 

resilience, and auditability. 

The latency comparison for 1,000 transactions at a 

transaction send rate of 200 TPS shows that the e-voting 

system achieves the lowest total latency among all tested 

methods. The HCE-VoteChain system demonstrates a 

registration latency of 1.095 seconds, which combines 

with a vote casting latency of 1.426 seconds to produce an 

overall latency of 2.521 seconds according to Table 4. 

In comparison, AES and RSA dual layer system by 

(Galal et al., 2026) obtains a total latency of 2.48 seconds, 

the permissioned blockchain system by (Oon and 

Othman, 2025) reports a total latency of 4.08 seconds, 

while the IBM Cloud-based Hyperledger Fabric approach 

by Clarke et al., 2023) exhibits a higher latency of 5.5 

seconds, primarily due to heavier cloud processing 

overhead during vote casting. Notably, the score-based 

voting model by Alshehri et al. (2023) shows a significantly 

higher delay of 50.71 seconds, making it unsuitable for 

real-time election scenarios. The improved latency of the 

proposed system can be ascribed to the lightweight 

operations of the cryptographic processes, parallel 

processing, and efficient smart contract execution 

mechanisms, which collectively guarantee timely recording 

and confirmation of votes even under moderate to high 

transactional loads. This positions the system as a reliable 

and responsive solution for real-time digital elections. 
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Table 3: Comparison based on Throughput 

Author E-voting system techniques Throughput 

Register Throughput Vote Casting Throughput 
Oon and Othman (2025)  Permissioned Blockchain + 

Hyperledger Caliper 

142.2 142.4 

Clarke et al. (2023)  Blockchain with IBM Cloud-
Based Hyperledger Fabric 

185.2 49 

Alshehri et al. (2023)  Blockchain +score-voting 10 32 
Proposed study HCE-VoteChain 219 214 

 
Table 4: Comparison based on Latency 

Author e-voting Technique Latency Total Latency (s) 

Register + Vote casting. 
Galal et al. (2026) AES + RSA dual-layer 1.77+1.07 2.84 
Oon and Othman (2025) Permissioned Blockchain + Hyperledger 

Caliper 
2.04+2.04 4.08 

Clarke et al. (2023)  Blockchain with IBM Cloud-Based 
Hyperledger Fabric 

1.2+4.3 5.5 

Alshehri et al. (2023)  Blockchain +score-voting 34.41+16.3 50.71 
Proposed study HCE-VoteChain 1.095 + 1.002 2.521 

 
Table 5: Comparison of Security Properties across E-voting Systems 

Security Property (Sheer 
Hardwick et al. 
2018) 

(Liu & 
Wang 
2017) 

(Chaieb et 
al., 2019) 

(Zhang et 
al. 2018) 

(Sun et al. 
2019) 

Proposed Algorithm 

Eligibility ✔️ ✔️ ✔️ ✔️ ✔️ ✔️ 

Anonymity ❌ ✔️ ❌ ✔️ ✔️ ✔️ 

Fairness ✔️ ❌ ✔️ ✔️ ✔️ ✔️ 

Auditability ❌ ✔️ ✔️ ✔️ ❌ ✔️ 

Individual Verifiability ✔️ ✔️ ✔️ ❌ ✔️ ✔️ 

Universal Verifiability ✔️ ✔️ ✔️ ❌ ✔️ ✔️ 

Vote Privacy ❌ ✔️ ✔️ ✔️ ✔️ ✔️ 

Coercion resistance ✔️ ❌ ❌ ❌ ❌ ✔️ 

Replay Protection ❌ ❌ ❌ ❌ ❌ ✔️ 

Tamper-Evident Logging ❌ ❌ ❌ ❌ ❌ ✔️ 

 

The security comparison, which Table 5 presents, 

demonstrates that the proposed e-voting protocol achieves 

better results than all fundamental security requirements, 

which include eligibility, anonymity, fairness, and vote 

privacy and verifiability. The system provides Replay 

Protection and Tamper Evident Logging, which uses 

timestamping and SHA-256 hashing through Hyperledger 

Fabric to prevent vote reproduction and Vote tampering. 

The mechanisms need to demonstrate their proof 

through resistance to coercion, universal verification, and 

auditability. The upgraded HCE-VoteChain method 

operates as a leading candidate for practical election 

implementation because it combines Paillier encryption 

and ECDSA and smart contracts as advanced 

cryptographic technologies to establish a publicly secure 

and fully verifiable voting system. 

Discussion 

The method used in this research, which combines 

Hyperledger Fabric with multiple cryptographic layers like 

SHA-256, AES-256, ECDSA Paillier homomorphic 

encryption, and Zero-Knowledge Proofs, was successful in 

providing a secure, transparent, and scalable e-voting 

system. According to the experimental assessment, the 

HCE-VoteChain system that was suggested in this research 

was able to process up to 288 transactions per second and 

had an average delay of 2.521 seconds, showing that it can 

handle live voting activities even when the number of 

transactions is moderate to high. The average transaction 

rate of 0.13 transactions per second, as well as the impact 

of using multiple encryption techniques to enhance privacy, 

security, and ensure the integrity of the data, was measured 

to be substantially slower than the average USD amount of 

money transferred through a third-party provider. In 

addition, this solution has an average immutability score of 

0.999 and a high security resilience rating of 10,000, 

indicating robust protection against data manipulation, 

cyber-attacks, and partial failures in the entire system, a 

typical fault tolerance score of 0.96, along with an average 

system stability/effectiveness score of 99.93%. 
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The architectural design of the proposed framework 

leads to these results because it uses Hyperledger Fabric 

as a permissioned blockchain to process transactions 

through its ability to execute multiple transactions in 

parallel while controlling who can access the system. 
The implementation of Paillier homomorphic encryption 

protects voting data during aggregation because it 

enables secure processing without the need for 

decryption, which enables efficient tallying of votes 

while keeping voter information confidential. The 

combination of ECDSA and SHA-256 provides strong 

authentication together with data protection, while Zero-

Knowledge Proofs enable auditing that maintains 

privacy and verification, which results in the system 

displaying advanced security and permanent data 

protection according to the outcomes. The system 
achieves better reliability and fault tolerance through its 

endorsement policy, which requires at least two-thirds of 

peers to approve, and its Raft consensus system. 

The proposed framework demonstrated better 

performance than existing e-voting systems because it 

achieved higher throughput and lower latency through 

its efficient smart contract execution, parallel transaction 

processing, and Hyperledger Fabric optimized 

consensus mechanisms. The combination of 

homomorphic encryption and Zero-Knowledge Proofs 

achieved a solution that protected voter privacy while 

enabling election verification because it solved the main 

problems found in previous voting systems. The use of 

multiple cryptographic layers creates a situation where 

computation requirements increase, which can lead to 

performance issues during national elections that 

experience exceptionally high voter turnout. The HCE-

VoteChain framework demonstrates its value as a 

trustworthy and secure system that can support modern 

digital elections, while its large-scale implementation 

needs further improvements. 

Conclusion 

The proposed HCE-VoteChain framework presents an 

end-to-end, future-resistant approach towards secure, 

transparent, and scalable electronic voting. Incorporation 

of the use of blockchain technology with advanced 

cryptographic techniques such as Paillier encryption, 

AES-256, ECDSA, and Zero-Knowledge Proofs ensures 

the integrity of the information, the secrecy of the voters, 

and end-to-end verifiability. The election process gains 

increased trustworthiness and auditability through the 

implementation of smart contracts together with replay 

defense and tamper-evident logging. The assessment 

results demonstrate that the framework achieves its 

performance objectives through a system capacity of 288 

transactions per second, a system latency of 2.52 seconds, 

a fault tolerance rating of 0.96, and its ability to maintain 

security. The results demonstrate that HCE-VoteChain 

demonstrates theoretical strength while also 

demonstrating practical efficiency for implementation in 

actual high-risk electoral environments. The framework 

provides states and institutions with a solution that 

enables secure voting while satisfying the increasing 

requirements of digital democracy through its adaptable 

and fault-tolerant design. 

Future Recommendations 

The framework needs additional development because 

mobile voting interfaces can improve accessibility for 

people living in remote rural regions: 

 

 Develop secure mobile-based voting interfaces to 
enhance accessibility for users in remote and rural 

areas 

 Integrate AI-driven behavioral anomaly detection 
mechanisms to identify suspicious activities and 

prevent fraudulent voting attempts 

 Enable multilingual interfaces to support international 
e-voting and improve usability across diverse 

populations 

  ptimize the system for large-scale national and cross-
border elections with higher transaction loads 

 Incorporate biometric and multi-factor authentication 
to further strengthen voter verification 

 Implement real-time dashboards for monitoring voting 
activities and system performance 

 Explore quantum-resistant cryptographic techniques 
to ensure long-term security 

 Enable integration with international electoral 
infrastructures for standardized and secure global 

voting frameworks 
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